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WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 .136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1 .704(b). 

Status 

1 )^ Responsive to communication(s) filed on 13 April 2010 . 
2a )□ This action is FINAL. 2b)^ This action is non-final. 

3) n Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 

Disposition of Claims 

4) ^ Claim(s) 15-30 is/are pending in the application. 

4a) Of the above claim(s) is/are withdrawn from consideration. 

5) n Claim(s) is/are allowed. 

6) |EI Claim(s) 15-30 is/are rejected. 
?)□ Claim(s) is/are objected to. 

8) n Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) IZI The specification is objected to by the Examiner. 

10) n The drawing(s) filed on is/are: a)^ accepted or b)^ objected to by the Examiner. 

Applicant may not request that any objection to tlie drawing(s) be lield in abeyance. See 37 CFR 1.85(a). 
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 

1 1) n The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 
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1 Certified copies of the priority documents have been received. 
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application from the International Bureau (PCT Rule 17.2(a)). 
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DETAILED ACTION 



Response to Arguments 

Applicants argued there is sufficient support in the specification to overcome the USC 

112 first paragraph rejection. However the applicant has not cited any specific support. 

The examiner maintains the USC 112 rejection as to claims 15, and 18. 

Applicants arguments against the USC 103 rejections are not persuasive, and the 

examiner maintains that the current rejection reads on the claim limitations. 

However, USPTO policy has changed in regard to interpretation of some case law, so this 

action will be non-final in nature. 



Claim Rejections - 35 USC § 101 
35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of matter, or 
any new and useful improvement thereof, may obtain a patent therefor, subject to the conditions and 
requirements of this title. 

The claimed invention is directed to non- statutory subject matter. tTo a process qualifies 
to be considered for patenting only if it (1) is implemented with a particular machine that is, one 
specifically devised and adapted to carry out the process in a way that is not concededly 
conventional and is not trivial; or else (2) transforms an article from one thing or state to another. 

Claims 15 and 20 must state a specfic machine. A "hardware processor", "micro 
processor", "tangible computer readable storage medium" or "non-transitory computer readable 
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storage medium" may meet these limitations if used in the claims in their respective intended 
places. All amendments to the claims must be supported by the specification. 



Claim Rejections - 35 USC § 112 

The following is a quotation of the first paragraph of 35 U.S. C. 112: 

The specification shall contain a written description of the invention, and of the manner 
and process of making and using it, in such full, clear, concise, and exact terms as to 
enable any person skilled in the art to which it pertains, or with which it is most nearly 
connected, to make and use the same and shall set forth the best mode contemplated by 
the inventor of carrying out his invention. 

Claims 8, 15, 18 are rejected under 35 U.S.C. 1 12, first paragraph, as failing to comply 
with the enablement requirement. The claim(s) contains subject matter which was not 
described in the specification in such a way as to enable one skilled in the art to which it 
pertains, or with which it is most nearly connected, to make and/or use the invention. The 
claims state that the Vemam key is generated by a symmetrical cipher, where the variable 
parameter is a function of the secret key's defined key length. 

Claim Rejections - 35 USC § 112 

The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

Claim 15 is rejected under 35 U.S.C. 1 12, second paragraph, as being indefinite for 
failing to particularly point out and distinctly claim the subject matter which applicant regards as 
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the invention. Claim 15 is a "means for" claim. The applicant must point out in the specification 
specific structures that support claim 15, or in the alternative, the applicant may change the 
"meanas for" language. 



Claim Rejections - 35 USC §103 

The following is a quotation of 35 U.S. C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the subject 
matter sought to be patented and the prior art are such that the subject matter as a whole 
would have been obvious at the time the invention was made to a person having ordinary 
skill in the art to which said subject matter pertains. Patentability shall not be negatived 
by the manner in which the invention was made. 

Claims 15-30 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Thompson US 5,805,204 in view of Powar US 6,285,991 

As per claims 15, 18, 19, 20, 21 Thompson teaches generating a Vemam key (seed key) 
via a symmetrical cipher (DES), the generating being aided by using a secret key 
(imbedded key) and a variable parameter (random number) or seed) ( encrypting the 
generated random number using DES and the imbedded key to create a seed key) (Col 7 
lines 18-28) It is well known that a Vemam key contains the properties of having a length 
that is equal to a length of a message to be protected, the secret key having a defined key 
length (64 bit DES), the variable parameter having a length which is a function of the 
defined key length (length of message). Thompson teaches encrypting, the message( 
teaches encrypting actual transmitted data using the seed key) (Col 7 lines 25-30). 
Thompson does not specify the Vemam cipher but only an "algorithm". The examiner 
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asserts that the Vemam cipher is well known in the art (shown in the Handbook of 
Applied Cryptography page 21 by Menezes) 

Thompson teaches communicating, from a sending point to a receiving point, a secret key 
ID (imbedded key ID) and the variable parameter (random number) (transmit the key ID 
and random number). 

Thompson teaches regenerating the Vemam key (encrypting the random number using 
the imbedded key) (Col 7 lines 37-45). 

Thompson teaches a storage space and one of a symmetrical cipher in a crypto-module, 
the crypto-module being separate from an encryptor (a smart card implements the DES 
algorithm to create the seed key) (Col 7 lines 40-45). Thompson teaches performing 
encryption operations via the Vemam cipher in the encryptor (teaches performing 
decryption of the data using the seed key then passing the sseed key to the 
microprocessor which performs decryption) (Col 7 lines 40-51). 

Thompson fails to teach sending the key and random number via at least one of (A) a 
secure channel separate from a message- transmission path and (B) the message- 
transmission path, the message-transmission path being secured via an asymmetrical 
cipher; regenerating the Vemam key; and decrypting the message. 

Powar teaches sending data including a key via a message transmission path secured via 
an asymmetrical cipher (encrypting data and a session key with the public key of the 
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customer, the customer using the private key to recover the session key, and the session 
key to decrypt data) (Col 4 line 62 to Col 5 line 13). 

It would have been obvious to one of ordinary skill in the art to use the asymmetric 
encryption of Powar with the system because it provides privacy and security A 

As per claims 16, and 17, Thompson teaches crypto-hardware (smartcard) and terminal 
having an intermediate storage storing the Vemam key (smart card creates the key, thus 
must store it, and passes a copy to terminal for utilization) (Col 7 lines 35-50). 

As per claims 24 The examiner asserts the Vemam cipher is well known in the art as a 
very simple EXOR operation and is used for its simplicity and ease of use as shown in 
the Handbook of Applied Cryptography page 21 by Menezes. (Previously Presented). 

As per claim 26 Thompson teaches storing the Vemam key (seed key) in the storage 
space (not explicitly stated, the smart card stores "imbedded keys", so the smart card 
contains memory, and the card creates the vemam key, so it is stored upon creation). 
Thompson teaches the extemal crypto module being separate from the encryptor (Fig 7, 
smart card 11) Thompson teaches the encryptor includes at least one of a chip card, a 
multifunctional PC interface adapter and a PCMCIA module (smart card) (Col 7 lines 34- 
36). 
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Thompson teaches performing Vemam cipher operations exclusively in the encryptor, 
wherein the encrvptor includes including at least one of a chip card, a multifunctional PC 
interface adapter and a PCMCIA module (smart card is connected to encryptor where the 
vemam/seed key is passed and microprocessor decrypts data). 

As per claim 28 Thompson teaches the crvpto-module is an external crypto- module 
(smart card) (Col 7 lines 35-40). Thompson teaches the external crypto module being 
separate from the encryptor (Fig 7, smart card 11) Thompson teaches controlling, via the 
Vemam cipher, encryption operations in the encryptor (smart card creates the seed key 
used for encryption operations in the encryptor)(Col 7 lines 37-45). 
As per claim 14 Thompson teaches the Vemam key is stored in the encryptor (the seed 
key is passed to the encryptor)(Col 7 lines 42-47). 

The examiner takes official notice of claims 22, 23, 25, 27, 29, and 30, all of which are 
well known to one of ordinary skill in the art. 

Conclusion 

Any inquiry conceming this communication or earlier communications from the 
examiner should be directed to CHRISTOPHER J. BROWN whose telephone number is 
(571)272-3833. The examiner can normally be reached on 8:30-6:00. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Edan Orgad can be reached on (571)272-7884. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an apphcation may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Christopher J Brown/ 06/30/10 
Primary Examiner, Art Unit 2439 



